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= TheGreenBow VPN Client

Parameters

I £ ASyi

- Lifetime (sec.)-
Defauk

Authentication IKE) [288000

[35000

Encivption (IPSec] {288000

{36000

—DeadPeu Detection [DFD)
Ctncktiuvalkec.}l
‘Max number of reties [S
Delay between reties (sec.) I‘IS

: Reumniuiomlz

IKE Por [500

[= (VPN ready

2) Figurdeki gibi phasel icin gerekli bilgileri giriniz

TheGreenBow VPN Client

Remote Gateway [85.104.121 .22

l [ T———

i+ Preshaced Key

—IKE

Encivption [ZDES
Authenbcation  [MDS
Key Group  [DH2 [1024)

P11 Advanced. ..

[ [VPN ready

Tunnel
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Phasel Advanced
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Advanced features

I Config Mode
iv Aggressive Mode

X-Auth

Redund GW |

NAT-T |Automatic ~1

IV >X-Auth Popup
I Hybrd Mode

Local and Remote ID

Logn |

Pasoword |

Choose the type of |1D: Set the value for the 1D:

LocaliD [DNS

;‘ van@nel-safe.com.lt

Remote ID [DNS

> |vpn@net-safe com.ur

i ﬁn Cancel |
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™ TheGreenBow VPN Client -lE' xj

e

Jools 2

T ;i__:?:__r,: =Er = 1)

¥PN Configuration Yiews

B Console Phase2 (IPSec COnﬁgunltbl_!
§8 Paameters Name |Phase2
£S5 Connections VPNChertadkess | O . O . 0O . O
= &8 Root Address ype |Subnet addiess ~1
= phasea1
_,@':é:' Remote LAN address l 192 . 168 . 1 .. O
SubnetMask [ 255 255 255 . ©
—ESP A
E 5 |3DES ;l P2 Advanced... l
e SERD 'MDS ;] Scaipt l
Mode I’I'ur\nel ;I
™ PFS  Growp [Hoewe =1 Open Tunnesl l
Save & Apply |
| = [VPN ready Tunnel &
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@ Modify Proposal

Proposal Mame prob1

Encapsulation Mode | Tunnel v]

I Add AH Protocal:
IV Add ESP Protocal:
Select Encryption Algorithms [T AES:CTR32 | AES-CTR24 | AES-CTR16

I AES32 " AES24 " AES16
IV 3DES " DES UL
Select Integrity Algorithms [T aEgxcBe | SHA1 V' MD5 I None

Applhy I Back l

~

80 'Ll e GPlflFePLI {F@8RSRAYAI
Tt SNA 5 NBIPNSRASE NX | NJ

9)Add New Record P1 f | € Py PI
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e e e b (72

Record ID 2

Comment ] Client
Admin Status I Enable vl
IKEVer : vi

(Netsafe creates one interface for 2ach IRAS record)

MTU [1500
Network Type EXTERNAL =

“ Unnumbered

A Erisim Denetimi Inherit IP Address from Interfacel ethl 'l
VPN " Numbered

!in

Tollall oo

|

(IP Addresses from these Pools are assigned to Remote Clients)

Identifier 1
Status IEnabIe vl
IP Range {10.10.10.10 -110.10.10.100

NOTE : TO add more IP Pools go to IRAS Table page and use icon IP Pools

Identifier 1

Network {132.1681 0] Mask |24

NOTE : TO add maore Local Networks go to IRAS Table page and use icon Local Networks
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Gelectnd Proposals

prabl =1

i d

VA,

I~ Enable PFS for Kays
I Enable (P Gompression

SA Lifo Time Sec (300000
SA Life Time KB [20a8]

. 5

l“:':”" i Lir et Q

. ' Copy DECE valus rom the clear packel
 Enter new DECP value [/ 0-B3)

= Copy OF bit from the Clear Packe!
C BaDr bn
" Clear DF bit

- % I Copy Network Congestion status (ECN) 10 Most ater detunneling
120 ! LILX & GP1fle@PL) 1F@RSRAYAIL

Tt SNRA 5 NP > IKEVL NRolitikd Listesi

13) Add New Policy P1 f | € PY PI
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<P
Rule 1D 1000
caminent [ —
Admin Status [Enable ~|
Folloy Type CInltiator And Responder U Initiator Only ¥ Respondar Onty

Attach IRAS Record l 2 (Chent) -I

Local Gateway (P [Interfoce Name =]l
Interface Names ] athO -|

I Adaptto change in Local Gateway |P Address

I Adaptto change in Remole Gatewsy 1P Address

A Ergim Deaetimi

VN

CFatial 102 can ba usad sxonp! for IF Address)y

10 Typo 10 Value
Logal ID | Faon =l vpn@net-sate
Remote ID | Faomn >l [vpn@net-sate. _More |
Koy Exchangs Mode " Main Mode = Aggressive Mode
Authentication Method | Pra-Sharmad ey =]

Valus ] 234567890123

D Graup [MOoD_crourz(oza) ~|

Encryption Algoninm l IDES t.:]

Authentication Algorithm [mos =]

SA Lifo ime In Bec 360000

&

¥ | Enable Extended Authentication
Ceauthentication Glient < M-Authsntication Satver

Authentication Type | Generic v]

I Negoliate New Group Mods

Modity | Back |



http://192.168.1.8/menu/netsafe_menu.html

150 ! LJLJ éka2RATe GPlflePL) 1I@&R smyx

Tt SNA 5NBIS@ QI‘NNENIYNSS)/SUAY)\ b YdzZt f I Yy POP DNIMzLI | NIP
16) Add Groupgi P11 f | @ Py PI
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0 Create New User Groups

Group Name! VPN_Users|

Create ' Back l

180 / NBFGS ¢Plt+e@PL) INHH dz & NI G Py PI
19)DNXz6 dz & I NI Addl Bspii Py &2 FWNPI )
20)F|gurdek|g|b°[ df £ Yy POP O0Af AAESNAYA IANARYAT @

&P Add Users

)

=

'

'ﬂ

: Group: VPN_Users

= Username: |ankara
Password: |ecee

i : Verify Password: |ecas

I < te gory " config * Remote
Privileges  Admin = Normal

Apply | Back |
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210 ! LILI & 1 H@PLI 1 @RSRAYA
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VPN_Users: ASd Usar —“\/ firewall ) )
Vigw Users HTTP Policies

X
I € b S ayphesBeedi i
23)Add Recordi P tf | @ Py PI
24) FigurlOR | & |

0 Create IP Object

= — Group Name: IVP” pool
Ip Nesneler| =

S Group Type: TP C Subnet © IPRange © Any

ZIMet Ofeie

S " Multiple Domains © Multiple Range © Multiple IPs C Multiple Subnets
Zaman Arald Range:

| A0 Port artsss Start|10.1010.10  End:{10.10.10.100

Anply | Back I

250 1| LILX @ @BRAYAPRINLGPY PI
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26) Add Servicéi P1 £ | @ Py PI

Firewall> 9 NAOAY 5SySGAY

Zaman Arabf

ALG Port Harfissn

Ip Blessnalar
Hizmet Sbjeter)
Zeamar Arahdh

AL Port Hacitess)
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&P Add Service

Application Name :
Protocol Number ©

ftcp_von

e

Port Type - Single c Range (‘Any
Range1:[500 -|s00
Range2: {4500 - |4as00
Range3:| =

Apply | Back |

@2 Add Service

Application Name

judp_vpn

[iz

Protocal Mumber -

PortType ! @ingle < Range © Any
Ranget: 500 « {500
Range2: |4500 ~|as00
Range3: | |

[[Appiv]] Back |
[ AadSana

29) Add Policyli P1 f | @ Py PI

=
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Erisim Denetim Listes

pMulticect Exigim Danetim Listesi
FPort Tetiklemess

P Tabarnd Rezervasyon Denstami
Salawr Yapsias

Hizmet Zamas

ALG

Yerel Proxy

tetstestiiar

ferl DOzey

I LILJ e

P

~ RulelD :
From Network Type ©

—

| EXTERNAL ~|

To Network Type : ' ANY _v_'
Source Network - van_poo! :__l
Destination Network : I ARNY ZI
Sarvice: l ALL LI
Time Window - | Abwvays =]
Admin Status [Enable =]
IPS Protection m
IPS Traffic Enforcement | Disable ~|
Policy Action [ Atllow =]
TCP Max Segment Size” - |_
Type of service (TOS) = : I
I¥  Enable Session Monitoring
I Enable Rate Limiting
~ Optional fields
~ Appty | Back |
GPltFe&PL] FANBGSIEE 1dNIEPYyP &t

N} G Py PI
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