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@Wan Connectivity Mode Configuration

: 2 Arabirimler

|

Active Mode PPPoE

Record Name diped
. : V3G Name [general 7]
P Admin Status * Enable ¢ Disahle
[ Givenli Adlar Il
& Rotalar W Username [kullenici@tinet
:l ARP Passward I..o.oo
;.01\137 Confirm Password [eesece
| Nat Kursllan Authentication Type [ MSCHAP-or-CHAP-or-PAP 7]

Network Type I EXTERNAL 'I
Interface I ethl 'I

Access Concentrator Name®

I
Service Name” I

Connection Activation T aute T Manual * Always On

Accept Peer [P “yes O Np

Local Ip Address | {forex:10.10.10.1)
Local Subnet Mask 255.255.255.255 (for ex:255.255.255.0)

Remote Ip Address I {forex:10.10.10.2)
DNS Primary Address IU.D.D.D {forex10.10.10.3)

DS Secondary Address 0.0.0.0 {forex:10.10.10.4)
NBNS Primary Address 0.0.00 {forex:10.10.10.5)
NBNS Secondary Address 0.0.0.0 {forex:10.10.10.6)
Add Default Route “ves C No
RIP Enahled yes © No

Note : * Fields are Optional

Apply | Back |
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Proposal Name
Encapsulation Mode

™ Add AH Protocol:
¥ Add ESP Protocol:

Sealect Integrity Algorithms

propt

I Tunnel 'I

Select Encryption Algorithms I~ AES-CTR32 | AES-CTR24 | AES-CTRI16

I~ AES32 [~ AES24 I~ AES18
vV 3DES [~ DES ™ NULL
[T AES-XCBC ¥ SHA1 I MD5

Apply | Back |
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Rule ID
Comment

Admin Status
Policy Type

1001

ls:deZsude
I Enable = I

* Initiator And Responder  © Initiator Only ¢ Responder Only

Local Gateway IP

IP Address
Remote Gateway IP
7:: /:g Erigim Denetimi

2 VPN

I IP Address vll, optional)

| IPAddress  >||78178.44137

I Adaptto change in Local Gateway IP Address
= Adaptto change in Remote Gateway IP Address

Local ID

Remote ID

( Parial IDs can be used except for IP Address)

ID Type 1D Value
| IPAddress =] |85.105.80.33
| IPAddress > |78.178.44137

Key Exchange Mode
Authentication Method

Value

O Main Mode ' Aggressive Mode
| Pre-Shared Key x|

II 234567890123

DH Group

Encryption Algarithm
Authentication Algonthm
SA Life time in Sec

| MOD_GROUP1(768) ~|

l3DES vI

SHAT =

l89800

4

Modify | Back |
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http://192.168.1.8/menu/netsafe_menu.html
http://192.168.1.8/menu/netsafe_menu.html
http://192.168.1.8/vpnlstpr.xml?Snet=general&Recs=ALL
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Rule 1D 102

Cammants T
AN Status [Enmble =]
Action [ByvFass |
Swlectar St (0 6
Frotacol [ary =]
Source IP [ ara =~
Destinatian 112 [ Ar~ =~
A Erigim Dmeretion) Source Fort N ~
v ' g Dastination Port [ 1=E -

Madity l Eack l
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Rule ID 100
Comments IsideZside1
Admin Status | Enable vl
Action IAppfy vl
Selector Set 1D 100
Protocol IANY vI
Source IP | IP Subnet ~|
Yerel Subnet [subnet [19216810 | mask: [255.255 2550
AF Erigim Denetimi Destination IP IP Address ~|
VPN Hedef IP P Address]78.178.44.137 |
Wordendirme tebanh VPN Source Port IANY Ll
Destination Port I ANY Ll
Key Management Type © G UKEWV1 ( IKEV2
Select IKE V1 Rule ID | 1001 vl

I Enable PFS for Keys

I~ Enabile IP Compression

Select Proposal Objects WZ]
=

SA Life Time In Secs |89899
SA Life Time in KB {a9ss89
-

Modify | Back |
10) Apply/modify deyip kaydediniz
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Rule ID 101

Comments |3|de 2side
Admin Status I Enable "l
Action | Apphy vl

Selector SetiD 101
Protocol ANY =
Source IP | 1P Address ~1
Yerel IP |P Address|ss.10581.31 |
O AJ Erigim Denetimi Destination 1P | IP Subnet ~|
S VPN - | Hedef Subnet [Subnet 1721610 Mask : |255.255.255.0 |
Sk VP Source Port | Aney ~|
Destination Port IANY 3
Key Management Type : ~IKeEvl © IKEV2

Select IKE V1 Rule ID I 1001 -l

I Enable PFS for Keys

I Enable IP Compression

Select Proposal Objects ﬁz
=

SA Life Time in Secs Igggg
SA Life Time in KB Iagggag

<

Modify | Back |

12) Apply/modify deyip kaydediniz i
130 CA3IdzZNRS{A IA0A 3ASNBIEA 1| &PRISIOGP a2HMNNRY XNIPNRI. &
dikkat ediniz)

Rule ID 1

Comments |
Admin Status | Enable vl
Action IﬁByF%.ssv

o

=

= Selector Set ID 1

S Protocol [Aany =]

e Source IP [ Aney ~1

= Destination IF [ ANy ~

©' A Erigim Denetimi Source Port [ any ~
Destination Port | ANy ~
Modify | Back |
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@IPsec Policy

e 0 C ottt S0 Metwar i Nerratn Wotwiuh Sounce Navtusn Womscol Adren ACtom
Pt Nart San
102 Arw Ay FE (53 Ay Ensble MPeis e ' X
100 Aedmoet M2 INLY Q025248 2440 TRATE4A 13T Ase L MW Enstin Rk & X
v
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1702 EXTERNAL->CORP  78.178.44.137 ALL ANY ALL Always Enable Allow Manual DA I b e e ' b ¢

Check Point VPN Serv&pnfigurasyonu Kurulumu
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VPN > VPN Server
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N | Ve Sites | | Certificate |

Remote Access VPN Server

Remote Access YPN Server

in
( |+ | The UTM-1 Edge VPN Server enables users to safily connect to your network,

SecuRemote ® Download

[V allow SecuRemote users to connect fram the Internet

V' Bypass NAT (2)

V' Bypass default firewall policy 5]
[V allow SecuRemote users to connect from my internal netwarks

[¥ Bypass NAT @

V' Bypass default firewall policy ()

L2TP

I allow L2TP clients to connect

Mp 0 LI @ GPlEFEPL) 1F8RSRAYAI



20) Figurdeki gibbite-to-Site VPNseciniz
UTM-1 Edge VPN Site Wizard

Welcome to the VPN Site Wizard

Using this Wizard, you can create a connection to a VPN {Virtual Private Network) site.
Select the type of site to establish:
¢ Remote Access YPN:
Allow a user to establish remote access sessions to another
network,
< Site-to-Site VPN:
Establishes a permanent secure link between your network and a
remote network.
To continue, click Next.

l Next>] | Cancel]
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